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Foreword

Welcome to the sixth annual Deloitte Touche Tohmatsu
(DTT) Global Financial Services Industry (GFSI) Practice
information security survey. Every year that the DTT GFSI
Practice — made up of Deloitte member firm Financial
Services Industry practices — conducts the survey, we
marvel at the developments that have occurred over the
past year. While many of the categories and initiatives
that survey respondents talk about stay the same from
year to year, the face of them often changes —
sometimes dramatically. There is never a dull moment!

The top two security initiatives in 2007 were “identity
and access management” and “security regulatory
compliance.” In 2008, they merely switched spots.
While the initiatives have not changed, it seems that
each year they need to be addressed with a more
sophisticated and far-reaching solution.

It is no surprise that compliance with regulation and/
or industry guidelines was the top initiative in 2008.
The compliance initiative encompasses not just the
“what” (being compliant) but also the “how” (a
compliance approach that is thorough, cost-effective,
and adaptable to increasing regulation). Year 2007 saw
the worst credit card data breach ever and it stands as
the prime example of what can ensue when an
organization is exposed. The organization in question
was a retail group subject to the Payment Card
Industry’s Data Security Standards and had been told
by its assessors that weak Wireless Encryption Protocol
(WEP), missing software patches and poorly configured
firewalls made them noncompliant. In a Securities and
Exchange Commission filing, the retail group admitted
to transmitting data to banks "without encryption.”

Identity and access management is one of the key
initiatives on the front line of the never-ending battle
between good and bad. Its face is changing constantly.
It meant something last year and this year it means
something entirely different. Every year, hackers’
techniques get slicker and more innovative. When a
phishing/pharming attempt gets old and stale and
recognized, there is another one — encompassing a
whole new level of technological smarts — waiting in
the wings. The innovation that powers the technology
industry also causes a constant headache for those who
must figure out how to protect information.

Organizations encourage their workforces to be
constantly connected, more productive, and
immediately responsive and the market responds with
tools to help them to do this. These tools, rolled out at
an increasing pace, present a whole new slew of
security issues. The media adds to the urgency by
revealing potential security glitches and the scenarios
that might ensue, e.g., a million mobile phones
simultaneously dialing a company’s head office as a
result of a software glitch. As well, there is no shortage
of sensationalist media coverage for high-profile events,
like the rogue futures trader who contributed to losses
of over USS$7 billion dollars announced by a major
European financial services company.

A major focal point, people continue to be an
organization’s greatest asset as well as its greatest
worry. That has not changed from 2007. What has
changed is the environment. The economic meltdown
was not at its peak when respondents took this survey.
If there was ever an environment more likely to
facilitate an organization’s people being distracted,
nervous, fearful, or disgruntled, this is it. To state that
security vigilance is even more important at a time like
this is an understatement.

Those of us in the security industry know that an
organization’s best defense against internal and external
breaches is not technology alone. It is a culture of
security within an organization — a mindset on the part
of every individual so that actions in support of
information security become automatic and intuitive.

From the creation of the survey questions to the
production of this document and everything in
between, this undertaking requires time, effort, detailed
attention and, most of all, participation. | want to thank
the Chief Information Security Officers, their designates,
and the security management teams from financial
services institutions around the world who participated

in this survey.

Adel Melek — Global Leader, Security & Privacy Services
Global Financial Services Industry Practice
Deloitte Touche Tohmatsu
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Objective of the survey

The goal of the 6th Annual Global Security Survey for
financial institutions is to help respondents assess and
understand the state of information security within their
organization relative to comparable financial institutions
around the world. Overall, the survey attempts to
answer the question: How does the information
security of my organization compare to that of my
counterparts? By comparing the 2008 data with that
collected from the previous year's surveys, DTT GFSI
Practice can determine differences and similarities,
identify trends and ponder in-depth questions, such as:
How is the state of information security changing
within an organization? And are these changes aligned
with those of the rest of the industry?

Where possible, questions that were asked as part of
the 2004-2007 Global Security Surveys have remained
constant, thereby allowing for the collection and
analysis of trend data. In order that questions remain
relevant and timely with regard to environmental
conditions, certain areas were re-examined and
expanded to incorporate the “critical” issues being
addressed by financial institutions at a global level.
Deloitte subject matter specialists were enlisted and
their knowledge leveraged to identify questions with
these critical issues.



The value of

Financial services institutions (FSls), now more than ever,
recognize the importance of performance
measurements and benchmarks in helping them
manage complex systems and processes. The Global
Security Survey for financial institutions is intended to
enable benchmarking against comparable organizations.
Benchmarking with a peer group can assist
organizations in identifying those practices that, when
adopted and implemented, have the potential to
produce superior performance or to result in
recommendations for performance improvements.

Areas covered by the Survey

It is possible that an organization may excel in some
areas related to information security, e.g., investment
and responsiveness, and fall short in other areas, e.g.,
value and risk. In order to be able to pinpoint the
specific areas that require attention, DTT's GFSI Practice
chose to group the questions by the following six
aspects of a typical financial services organization'’s
operations and culture:

+ Governance
Compliance, Policy, Accountability, Management
Support, Measurement.

Investment
Budgeting, Staffing, Management.

* Risk
Industry Averages, Spending, Intentions, Competition,
Public Networks, Controls.

 Use of security technologies
Technology, Encryption, Knowledge Base, Trends.

Quality of operations

Business Continuity Management, Benchmarking,
Administration, Prevention, Detection, Response,
Privileged Users, Authentication, Controls.

* Privacy
Compliance, Ethics, Data Collection Policies,
Communication Techniques, Safeguards, Personal
Information Protection.

benchmarking

Survey scope

The scope of this survey is global and, as such,
encompasses financial institutions with worldwide
presence and head office operations in one of the
following geographic regions: North America (NA);
Europe, Middle East, Africa (EMEA); Asia Pacific (APAQ);
Japan; and Latin America and the Caribbean (LACRO).
To promote consistency, and to preserve the value of
the answers, the majority of financial institutions were
interviewed in their country of headquarters.

The strategic focus of financial institutions spanned

a variety of sectors, including banking, securities,
insurance, and asset management. While industry focus
was not deemed a crucial criterion in the participant
selection process, attributes such as size, global
presence, and market share were taken into
consideration. Due to the diverse focus of institutions
surveyed and the qualitative format of our research, the
results reported herein may not be representative of
each identified region.

The Global Security Survey for financial
institutions is intended to enable
benchmarking against comparable

organizations.
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Who responded

The 6th Annual Global Security Survey respondent data Top 100 global financial institutions (assets value)
reflects current trends in security and privacy at a number
of major global financial institutions. DTT's GFSI Practice
agreed to preserve the anonymity of the participants by
not identifying their organizations. However, DTT’s GFSI
Practice can state that, overall, the participants represent:

« Top 100 global financial institutions — 21% (based on
assets value).

= Top 100 global banks — 21% (based on assets value).

- Top 50 global insurance companies — 14% (based on
market value).

« Number of distinct countries represented — 32. [ Top 100 global financial institutions ~ M Other

Top 100 global banks (assets value)

Respondent data reflects current trends
in security and privacy at a number of
major global financial institutions.
DTT's GFSI Practice agreed to preserve
the anonymity of the participants by not
identifying their organizations.

@l Top 100 global banks B Other

Top 50 global insurance companies (market value)

[l Top 50 global insurance companies B Other



Geographic region

The pool of respondents provides an excellent cross-
section from around the world, with a breakdown as

follows:
Asia Pacific (APAC), excluding Japan 6%
Japan 9%
Europe, Middle East and Africa (EMEA) 48%
North America 18%
Latin America and the Caribbean (LACRO) 19%
Industry breakdown
The final survey sample reflects all major financial
sectors:
Banking 62%
Insurance 18%
Investment and securities 9%
Payments and processors 3%
Other 8%

Annual revenue

The respondent companies represent a broad spectrum

based on annual revenues*:

<$1B in annual revenue 40%
$1B-$1.99B in annual revenue 7%
$2B-$4.99B in annual revenue 1%
$5B-$9.99B in annual revenue 3%
$10B-$14.99B in annual revenue 1%
>$15B in annual revenue 13%

* Results may not total 100% as DTT’s GFSI Practice is reporting
selected information only; responses from those who decline to

answer may not be included in the reported data.

Geographic region (%)
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Industry breakdown
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M Investment and securities
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Geographic segmentation
observations

APAC
(excl. Japan) North America LACRO

Regional highlight

Respondents who feel that security has risen to
executive management and/or the board as a 77% 63% 78% 72%
key imperative

Respondents who feel they have both

commitment and funding to address regulatory | 69% 63% 59%
requirements

Respondents who indicated that

they had a defined and formally documented 62% 68% 61%
information security strategy

Respondents who feel that information security

and business initiatives are appropriately 31% 40% 32%
aligned

'Respond.ents who. indicate that thelr 54% 75% 60%
information security budget has increased

Respondents who indicated that their

expe’ndlt’ures on mform‘atlon sec'urlty were ‘on 31% 599% 43%
plan’ or ‘ahead of requirements’ based on the

organization’s current needs

Respondents who have incorporated application

security and privacy as part of their software 38% 32% 41% 31%
development lifecycle

Respondents who feel they presently have the

required competencies to handle existing and 33% 33% 34%
foreseeable security requirements

Respondents whose employees have received

at least one training and awareness session on 82% 82% 72%
security and privacy in the last 12 months

Respondents who have an executive 23% 82% 24% 57%

responsible for privacy

Respon.dents.who have a. program for 38% 84% 43% 76% 48%
managing privacy compliance

Respondents who have experienced repeated
internal breaches over the last 12 months

33% 17% 26% 27% 30% 27%

Respondents who have experienced repeated

0, 0 0 0, [v) 0
external breaches in the last 12 months >8% 17% 49% >1% >0% 47%

Highest score

= Lowest score



Introduction

In all geographic regions, we have observed that
external breaches have fallen sharply over the past

12 months. This is not due to hackers giving up and
finding other avenues to pursue but rather to the fact
that organizations are getting more security-savvy,
being less reactive and more proactive. We have said
that hackers’ methods are getting more sophisticated —
the same is true of the technology designed to thwart
them. The 2008 survey found that functional executives
and business lines are more involved in the information
security strategy than they did in 2007; but fewer
companies are indicating that they have both the
commitment and funding to address regulatory
requirements. This shift may be due to the fact that
executive management has a greater confidence that
security initiatives are in hand and, therefore, do not
warrant additional resources. There is a noticeable
global decline in organizations who report that they
have a program in place to manage privacy compliance
(77% in 2007 has dropped to 48% in 2008).

Asia Pacific (APAC) excluding Japan

Respondents from APAC indicate that they still have
challenges in a number of areas and have experienced
some regression from 2007. Only 7% of respondents in
2007 felt that they had the required competencies to
handle existing and foreseeable security requirements.
This percentage has risen to 23% in 2008, but is still
the lowest response across all regions. Respondents
who indicate that their employees have received at least
one training and awareness session on security and
privacy in the last 12 months has fallen to 58% in 2008
from 69% in 2007. This situation may also have
contributed to APAC's breach track record, which is still
the highest across all regions, although it has fallen
from 2007. APAC respondents indicate that their
organizations appear to place less emphasis on having
an executive responsible for privacy — 85% had one in
2007; that number has fallen to 23% in 2008. And the
obvious follow-on from this finding: while 100% of
respondents felt that their organizations had a program
for managing privacy compliance in 2007, only 38%
feel the same in 2008. A bright spot for APAC is the
fact that they have the highest confidence of
respondents in all regions that they have both the
commitment and funding to address regulatory
requirements.

Japan

Japan is unique when it comes to security breaches,
with the lowest incidents of both internal and external
breaches (17%) reported across all regions. A number
of factors may contribute to this: the widespread use of
strong authentication, the cultural importance of
honour, the distinct language, and the culturally based
reluctance to report security breaches. However,
language and strong authentication alone are not
responsible for the lowest amount of incidents —
organizations in Japan clearly know how to protect
themselves. An astounding 90% of employees have
received at least one training and awareness session on
security and privacy in the last 12 months. Privacy is a
strong focus in Japan — respondents indicate that 85%
have an executive responsible for privacy and 84% have
a program for managing privacy compliance, numbers
that make Japan “best in class” in this area across all
regions. Security continues to rise to the executive
management level = 79% in 2008 compared to 71% in
2007. But there are areas where Japan is not as strong.
There has been a rather significant drop in the number
of respondents who indicate the presence of a defined
and formally documented information security strategy
(from 75% in 2007 to 50% in 2008). Further, Japan has
the lowest number of respondents across all regions
(25%) indicating that their information security budget
has increased and only 5% of respondents indicating
that their expenditures on information security were
‘on plan’ or ‘ahead of requirements’ based on the
organization’s current needs. It would seem that, while
respondents from Japan feel that their organizations are
good at protecting the status quo, they recognize that
they have a way to go as their organizations’ security
needs increase.

Protecting what matters The 6th Annual Global Security Survey
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“The Importance of
Wholesale Financial
Services to the EU
Economy 2008",

London Economics,

July 2008, retrieved from
http://www.cityoflondon.
gov. uk on December 10,
2008

In the 2007 survey,

we included individual
findings for Canada and
the U.S. This year, there is
a single aggregate finding
for both Canada and the
U.S. defined as North
America.

This finding is consistent
with a study by the
Identity Theft Resource
Center (ITRC), which
found that in the U.S.
during 2008, data
breaches were up by
47%. The ITRC study was
conducted late in 2008,
when the full impact of
the financial crisis was
being felt. Of the 656
data breaches the study
reported, only 78 affected
financial institutions.

The ITRC confirms that
the financial industry

has remained the most
proactive in terms of data
protection.

“US financial institutions
hit by 78 reported data
breaches last year”,
Finextra.com, retrieved
from
http://www.finextra.com/
fullstory.asp?id=19525
on January 15, 2009.

EMEA

EMEA respondents indicate that they are confident

that their security needs have been addressed — EMEA
is the region that indicates the highest positive response
regarding competencies to handle existing and
foreseeable security requirements. However, the
number of EMEA respondents whose employees have
received at least one training and awareness session on
security and privacy in the last 12 months (64%) is the
second lowest score across all regions. This could mean
that while EMEA organizations place a lot of reliance on
their security staff (which accounts for the strong
showing regarding competencies) they are missing an
opportunity to engage their entire workforce as
information security stewards by making them aware of
industry best practices.

What may be a troubling indicator for EMEA for
upcoming years is the finding that respondents who
feel they have both commitment and funding to
address regulatory requirements is, at 56%, the lowest
of all regions and a rather significant drop from 77%
in 2007.

EMEA respondents also indicate that 64% of their
organizations have a formally documented and
approved information security strategy. While this
number is in line with the global average (61%), EMEA
has become a crucial hub of the global financial services
industry. The EU27 is the world’s leading exporter of
wholesale financial services, accounting for over 50% of
the global total.* One would expect that the number of
organizations with an information security strategy
would be much higher and that EMEA would be “best
in class” of all regions.

Another finding about EMEA is that it ranks lowest of
all regions in incorporating application security and
privacy as part of the software development lifecycle
(26% in 2008 and a drop from 33% in 2007). Also,
when asked to characterize their secure application
development directives, only 32% of EMEA respondents
indicate that they are “well defined and practical”, on
par with North America (32%), but less than the global
average (35%).

North America

It appears that a focus on market conditions and the
ensuing financial turmoil has forced executives in North
America to start de-prioritizing security initiatives, which
may well result in a downward trend in the coming
years. Due to the current operating environment and
shift in focus for many respondents, there is a
significant drop in 2008 in the number of respondents
who feel that security has risen to executive
management and/or the board as a key imperative
(63% in 2008 versus 84% in 2007**). An organization
derives real value from security and privacy initiatives
when they become an integral part of the strategic
plans of the organization. This finding is discouraging —
and is, in fact, the lowest across all regions — because
when the C-suite is no longer engaged, other areas
suffer, e.g., budget, visibility. Not surprisingly, and in
keeping with this finding, there is a very low perception
on the part of most respondents that information
security and business initiatives are aligned (again, the
lowest of all regions at 28%). Surprisingly, external
breaches are indicated by respondents as the second
highest (51%) of all regions, even though they have
fallen rather significantly from 2007 (78%)***. Where
North American respondents indicate great strides —
and proving they have taken notice of the fact that
people are an organization’s greatest asset and its
greatest weakness — is in the area of internal breaches.
Internal breaches have fallen to 27% in 2008 from 44%
in 2007, the greatest drop across all regions but still

o

well above Japan's “best in class” 17%.

LACRO

LACRO is the very essence of a late bloomer. LACRO is
“best in class” in five areas, topped only by Japan, and
lowest in only one area. LACRO respondents indicate
that their organizations are still best at having a defined
security strategy (68%), but the really good news for
LACRO is that everything is heading in the right
direction: security budgets are increasing, security
spending is on plan or ahead of requirements, and
business and security initiatives are viewed as being
appropriately aligned. If these trends continue, this will
positively affect LACRO's information security stature.
LACRO's repeated breaches are slightly higher than the
global average, but if LACRO continues to do what it is
doing, there is every indication that this situation will
resolve itself.



Key tindings of the survey

1. Top five security initiatives: two familiar faces
and a newcomer

In 2007, “identity and access management” and
“security regulatory compliance,” were the top two
security initiatives; in 2008 they have simply switched
places. Identity and access management are tied in
second place with a newcomer, “data protection and
information leakage,” which was not even in the top
five in 2007.

The choice of security regulatory compliance as the top
priority reflects the fact that many organizations are
struggling with the right way to handle the multiple
legal and regulatory requirements as well as those of
auditors. As budgets get tighter, the focus is on how to
address compliance from a cost and risk perspective.

In other words, companies are trying to figure out how
to close the gaps with the highest risk, leverage
solutions across multiple requirements, and streamline
reporting. Clearly, the ideal solution is one that is
sustainable and can accommodate increased regulation.
Although being compliant does not make an
organization more secure, being more secure is likely to
make an organization compliant.

Given the highly profiled rogue-trading and rogue IT
activities of this year, it is no surprise that identity and
access management continue to be a top priority.

A well regarded European financial services company,
headquartered in France, announced at the beginning
of 2008 that the actions of a single futures trader had
led to losses of over USS$7 billion dollars. The trader in
question had exceeded his authority by engaging in
unauthorized trades totaling more than the bank’s
entire market capitalization of US$52.6 billion.
Balancing convenient access (both for customers and
employees) with strong security will be an issue that
organizations must continue to deal with.

Although data protection and information leakage is a
new top five initiative in our 2008 survey, it has already
been front and center for months. The worst credit card
breach in history (which was not public information
when respondents participated in 2007 security survey)
brought data protection and information leakage into
the foreground and put companies on notice. As with
previous years, the trend with security is less on
infrastructure and perimeter-strengthening and more on
preventing information from being leaked internally.

This shift reflects the effect of major media incidents, as
well as the increasing proliferation of smaller yet
feature-rich mobile media and the potential they
present for data leakage. Since the focus of end-user
technology seems to be always toward smaller, thinner,
lighter, with greater capacity and processing power,
the protection of information on the move will be a
continuing focus for organizations. In addition, part of
the increasing visibility of this issue is a result of new
requirements around breaches — since organizations are
now required to report breaches, they now need to
have the capability to identify them within a reasonable
timeframe. Data leakage protection is the second most
cited technology being piloted by respondent
organizations. All these factors mean that incident
reporting will become more accurate, increasing
visibility and heightening awareness even further.

People continue to be an organization’s greatest asset
as well as its greatest risk. The economic turmoil in the
U.S. — and its global repercussions — had not yet reached
its peak when questions in this survey were posed to
respondents. Organizations should remain aware of the
effect that an unsettled financial environment can have
on its workforce — employees may be disgruntled,
worried, and otherwise distracted. In hard economic
times, security vigilance is all-important.

Identity theft, data loss, and information leakage are
now a mainstream concern. Organizations recognize,
and try to offset, the human frailty of their workforces,
who are more mobile, more flexible and more laden
with technological tools than ever before. The focus is
now on education and access control as well as leakage
prevention tools.

Security infrastructure improvement moved into the top
five priorities in 2008. An incident that underscores the
importance of security infrastructure improvement is the
recent alleged highjacking of a major U.S. city network
by one of its network administrators. The administrator
allegedly locked out the city from its FiberW/AN network
and then refused to hand over passwords to the Wide
Area Network system until his demands were met.

As tempting as it is to save money in hard economic
times, security infrastructure short-cuts are not the way
to do it. Attacks are bound to increase when
organizations let their guard down with “cost saving”
measures that don’t have adequate controls built in.

Protecting what matters The 6th Annual Global Security Survey
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BusinessFinanceMag.com,
“S&P Rolls Out ERM
Review”, by John

Cummings, May 13, 2008.

Retrieved from
http://businessfinancemag.
com/article/sp-rolls-out-
erm-review-0513 on
December 08, 2008.
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2. The evolution of the CISO

In 2008, more organizations have a Chief Information
Security Officer (CISO) than ever before (80% versus
75% in 2007), and 7% have more than one CISO.
The incidence of CISOs reporting to various positions
within the C-suite is an increasing trend in 2008:
33% report to the CIO (31% in 2007), 11% report to
the CEO (9% in 2007) and 3% to the CSO (same as
in 2007).

The CISO role is now more focused on security
governance, strategy and planning, internal security
awareness, and incident response (in 2007 strategy and
planning was first, followed by security governance and
security implementation and integration). There is
greater evidence of gradual convergence via risk
councils (47% combined versus 23% in 2007 report
having gone through some form of convergence,

19% via risk councils). Risk councils bring together
various areas of the organization to discuss security and
risk issues. These factors all appear to be positive for
the visibility and stature of the CISO role.

The majority of CISOs still report to the CIO (33%) or
to some other technical role: IT Executive (13%), CTO
(6%), CSO (3%). As much as CIOs are part of the
C-suite, this reporting relationship means that security
is still projected as mainly an “IT issue.” It may mean
that there is limited potential for greater visibility of
information security outside IT, a circumstance that may
support IT's desire for potential integration with other
key functions.

What is interesting is that as the CISO role is becoming
more focused on security governance (87%), strategy
and planning (80%), internal security awareness (73%)
and incident response (62%), the CISO focus moves
away from traditional areas such as web customers’
administration, external security awareness and disaster
recovery planning, and the protection of paper-based
information. In 2008, although more and more
information is being created in electronic format, paper
is still the most prevalent medium for information, e.g.,
mortgage records in branches, banking information,
etc. However, that finding does not necessarily mean
that the CISO is neglecting this area of responsibility —
the emergence of risk councils may well mean that,
although security operations may be migrating to other
areas of the organization, the CISO, as part of the risk
council, remains informed.

Taking its rightful spot in the top five responsibilities of
the CISO is security incident response and management.
“Management” of incidents means not just reporting
them but also debriefing management in a post
mortem or root cause analysis to answer key questions
such as, how could this have happened? and how
could it have been avoided?. Effective incident response
and subsequent demonstration of measures to avoid
reoccurrence is a sure-fire way to demonstrate
alignment of security objectives with those of the
business.

3. The evolution of the information

security function

Every year the information security function continues
to evolve. The increasing use of risk councils, admittedly
a small step toward total convergence, is evidence

of this.

It is interesting to note that respondents state that the
biggest barrier to information security is “budget
constraints and lack of resources.” This is, no doubt, the
prevailing lament of most functions, not just IT security,
particularly in hard economic times. The fact that the

IT security function’s biggest barrier is now the universal
complaint of most functions — and not the far more
ominous “lack of management support”, shows that
the function is evolving in the right direction.

Prioritization of initiatives, having a clear business case,
articulating the need for, and the impact of, security
will now be reality for security functions, just as it has
been for the rest of IT and the rest of the business for
some time.

Another key driver of the evolution of the security
function is regulation. As the Enterprise Risk
Management (ERM) practices of the organization grow
increasingly important — Standard & Poor’s recently
announced that they will review the quality of ERM as
a new component in their reviews of credit ratings*,
the information security function must have a security
reporting structure that reflects its importance to the
compliance of the organization.

The percentage of respondents who indicate that their
CISO reports to a security committee has risen in 2008
(9%) compared to 2007 (5%). Nevertheless, this
percentage is still low and does not fully represent the
governance potential of security committees.



A security committee is typically made up of
representatives of functions from across the
organization and allows the security function to
increase its visibility across business lines and functions
and better align itself with the strategic priorities of the
organization.

4. The information security strategy

Respondents indicate that 61% of organizations have a
security strategy and 21% have one in draft form. But
what is important is not just that a strategy exists in
document form but rather, how the document was
created and how it is being used. For example, what
level of input was sought from executives and business
when the document was being created? Does the
organization use the document, i.e., embrace its
policies? What was the quality of the input that formed
it? Has the strategy translated into benefits, such as
closer alignment with the business and positive
feedback? Is there reporting on the effectiveness of the
strategy?

As they did in 2007, companies in 2008 still appear to
struggle with the definition of a security strategy and
what the strategy should include. Essentially, an
information security strategy is a plan as to how the
organization can mitigate risks while complying with
legal, statutory, contractual, and internally developed
requirements. Yet only 63% of the respondents who
maintain that their organizations have an information
security strategy indicate that they have identified their
information security strategy requirements. Only 45%
have a people strategy, which is low given that many
face issues with finding qualified resources. Only 40%
have included metrics and performance management,
which are needed to help ensure tha